CERTINSPECT 

ANNEX TO THE CERTIFICATION APPLICATION, SPECIFIC FOR ISO 27001

Organization : ……………………………………………………………….
	Information regarding business processes and organization (other than those specific to the IT infrastructure)
	

	Category
	Grade
	Applicable**

	Type/types of processes and regulatory requirements
	1. The organization works in non-critical areas
	

	
	2. The organization has clients operating in critical sectors*
	

	
	3. The organization works in critical sectors*
	

	Processes and activities
	1. Standard processes with standard and repetitive activities; many people who are under the control of the organization and who perform similar activities; few products/services
	

	
	2. Standard but non-repetitive processes with a high number of products or services
	

	
	3. Complex processes, high number of products and services, many departments/compartments/business units included in the certification field (ISMS covers processes with high complexity or a high number of unique activities)
	

	The maturity level of the information security management system (ISMS)
	1. ISMS is implemented and/or management systems are implemented
	

	
	2. Some elements of other management systems are implemented, others are not
	

	
	3. There is no other management system implemented, ISMS is new and not implemented
	

	Notes:

* Critical sectors are those in which critical public services are provided that present risks for health, security, the national economy(e.g. hospital, nuclear scope, banking sector)
** Check only one box from each category


	Information regarding  IT infrastructure
	

	Category
	Grade
	Applicable**

	The complexity of the IT infrastructure
	1. Low number or high level of standardization of IT platforms, servers, operating systems, databases, networks, etc.
	

	
	2. Some IT platforms, servers, operating systems, databases, networks, etc.
	

	
	3. Many different IT platforms, servers, operating systems, databases, networks, SCADA1 systems, etc.
	

	Dependence on providers or services outsourced to them, including cloud outsourced services
	1. Little or no dependence on suppliers or outsourced services
	

	
	2. Some dependence on suppliers or on outsourced services, related to some but not all important business activities
	

	
	3. High dependence on outsourced services or suppliers, major impact on business activities
	

	Development of the informational system
	1. There is no, or there is at a very limited level, development of an informational system/proper applications/proper (in-house)
	

	
	2. There are some in-house/outsourced developments of informational systems/applications dedicated to important business processes
	

	
	3. There are multiple in-house/outsourced developments of information systems/applications dedicated to important business processes
	

	Note:

** Check only one box from each category

	Additional information about the ITC technologies used within the organization:

1. Do you use e-commerce solutions? ( YES     ( NO

2. Do you use communication interception and data monitoring solutions? ( YES   ( NO

3. Do you use encryption solutions? ( YES     ( NO

4. Do you use computerized automation solutions with an impact on life and health? ( YES    ( NO

5. Do you use SCADA technologies? ( YES     ( NO

6. Do you use internal activity management solutions (eg: ERP, CRM)? ( YES     ( NO

7. Do you use PKI systems and electronic signatures? ( YES    ( NO
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